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ABOUT



WHAT THIS IS INTENDED TO BE

• High level, strategic 
discussion

• Suitable for C-Suite

• Not tactical, not user 
focused



The Three Pillars

People Process Technology

In that order
If you reach this point, 2/3 
of your process has failed. 



Topic for this quarter



Phishing Emails
Endsight gets roughly 3 reported attacks per 
day, despite asking clients not to send us 
phishing emails

Phishing comes in many forms, and AI is 
making them much better

What do we do about phishing attacks?





two years from financial fraud 
attacks

Financial Fraud

$1.2M

… and 3 
jobs

Financial Fraud is the most 
common reason to use a 

phishing attack

Financial Fraud 
is the most 
common 
reason to use a 
phishing attack

Endsight clients lost 
roughly $1.2 million 
in the last two years 
from financial fraud 
attacks

Why we 
can’t just 
‘sell 
something’ 
to fix this.



Fake Logins

It's always  humans …And how do we do so 
without upsetting 

everyone?

Attackers have 
found a way 

around MFA – 
and it’s humans

Man in the 
middle attack

How common 
is this and how 
do we deal with 

it?



CONFIGURATION DRIFT



Supply Chain Attack

Multiple firewall zero 
days for SSL VPN 
exploits in the past year

What is ZTNA (Zero Trust 
Network Access) and why is it 
important?

Okta, Lastpass, Microsoft 
attacks

US Government attacks 
and data leakage.



Process Breakdown

How can process 
break down? (A 

discussion)

Multiple signers for 
payment changes

Email reporting process 
and evaluation process

Documentation and 
review of said process

When all else fails…
Pick up the dang phone!



Is Your House in Order?

Contact Technical Account Manager or Sales Rep to setup 
a call with us. (Or answer "Yes" in the form)

Take that information to internal 
stakeholders and see if that's an 
appropriate risk profile

Work with us to remediate and 
mitigate the inappropriate risks



SUMMARY
• Threat actors focusing on cloud and humans
• People are the single most important piece

o People
o Process
o Technology (in that order)

• There’s no more ‘set it and forget it’ – continual review and invested 
stakeholders are key in the modern threat landscape.

• Users will always require training, reinforcement, and consequences.
• Endsight has a service (The MSSP) to assist with process, training, and 

the human element.



Q&A

• Are document library stored in the Office 365 cloud subject to AI 
crawling?

• I delete items I see in my e-mail without opening them to read any 
message and they still show as if I did. Is there a way around this?

• Do you have any website security recommendations?
• What are our alternatives if the Authenticator app can now be intercepted 

by cyber criminals?



Office Hours

• May 22nd @ 1 PM PST.
o To register:

▪ Scan the barcode

▪ Go to: https://get.endsight.net/cybersecurity/office/hours

▪ Email akreps@endsight.net to register

▪ Answer "Yes" in the poll.

• We can also auto register you for the remaining 2025 sessions

https://get.endsight.net/cybersecurity/office/hours
mailto:akreps@endsight.net


AI/Copilot Webinar

• March 13th @ 1 PM PST.
• Title - Microsoft Copilot: What You’re Missing and How to Use It 

Better
• Similar format to Office Hours, but with some training.
o To register:

▪ Scan the barcode

▪ Go to: https://www.endsight.net/development/webinar

▪ Email akreps@endsight.net to register

▪ Answer "Yes" in the poll.

https://www.endsight.net/development/webinar
mailto:akreps@endsight.net
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Thank you!

Security Practice Manager @ Endsight​

Stephen Hicks​
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