
CYBERSECURITY OFFICE HOURS

www.endsight.net | info@endsight.net | (833) 363-7444



(510) 280-2036

shicks@endsight.net

About Stephen Hicks​
• Over 25 years in IT (over a decade in 

cybersecurity).​
• Over a dozen technical certifications​

• MBA from Saint Mary's college​

• Majority of career working with SMBs​

Security Practice Manager @ Endsight

Stephen Hicks​
CISSP, CCSP, CISM​



ABOUT



WHAT THIS IS INTENDED TO BE

• High level, strategic 
discussion

• Suitable for C-Suite

• Not tactical, not user 
focused



Trends and Events in the last quarter​



Trends, Continued



Lifecycle of an Attack



Attack->Broker

The Lifecycle of Stolen Data



• Allows for far better email.

AI driven phishing attacks

• Can scrape information from 
public sources (LinkedIn, 
Facebook, Instagram, Twitter).

• Allows for more frequent and 
targeted phishing (75% increase 
from last year).

• What to do about it?



• Phishing defense (and all 

cybersecurity) is people, process, 

and technology in that order.

• Training, policy writing, and 

technical solutions.

• All three pillars are important, 

but one is most interesting…

Phishing Defense



CONFIGURATION DRIFT



Layered Cyber 
Security 
(People, Process, Technology)

     

                     
         

        

         
         

         
            

                

                

            
            

            

           

           

             

            
        

                   
       

                  
         

                  
      

             
     

                 

                                

              

               
             

           



Is Your House in Order?

Contact Technical Account Manager or Sales Rep to setup 
a call with us. (Or answer "Yes" in the form)

Take that information to internal 
stakeholders and see if that's an 
appropriate risk profile

Work with us to remediate and 
mitigate the inappropriate risks



1. People, process, and technology (in that order)
2. Size of organization is irrelevant. No longer human driven 

attacks, but human driven exploits
3. Data is cheaply for sale
4.                           ’     ,             ’              .
5. Continual audits and reviews are the most effective, least 

expensive security solution.

SUMMARY



• How to handle Microsoft 365 issues with emails getting impersonated by other people. Our 
organization uses 1password but recently, we've had issues with emails getting hacked. 
There was a particular incident where a faulty link impacted the Microsoft two-
authenticator system and allowed an email to be hacked. Any practical tips are appreciated!

• Is cybersecurity insurance worth it? If Endsight was running/managing our IT, would we still 
need cyber insurance?

• What's the best way to keep employees aware of what they can / need to do as part of their 
role in Enterprise Risk Management as a whole, and Cybersecurity as part of that.

• How important is using a VPN for general use offsite and when not logging into a 
domain/remote desktop at work.

Q&A



UPCOMING SESSIONS

• Want us to auto register you for our 2025 sessions?

• Next session will be on February 13th, but if you answer "Yes," in 
the form, we'll auto register you for every 2025 Office Hours 
sessions! The remaining 2025 sessions are TBD. 

• Next Topic: Top Threats Endsight saw in 2024.
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Thank you!

Security Practice Manager @ Endsight​
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