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Our purpose: Helping others thrive
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From Phish to $2.5M Ransomware Attack

START

SOPHOS

Cybersecurity evolved.




CYBER SECURITY
MARKET FORECAST

Rising attack incidents and cyber regulation
are key forces behind the global cybersecurity
market. By 2026, it is predicted to reach $270
billion—an 86% leap from 2018
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ANYONE CAN
BEAVICTIM OF

CYBER CRIME.

Even businesses and entire governments. As the world
becomes ever more connected and reliant on technology.
it opens the door for online hackers to exploit critical
security flaws in our systems.

To combat this growing threat, our cybersecurity
capabilities must match—and better yet, surpass—
the sophistication of cybercriminals.
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Fundamentals Overview
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Dictionary

Search for a word Q

© sus-pi-cion
/s@'spiSHan/

noun

1. afeeling or thought that something is possible, likely, or true.
"she had a sneaking suspicion that he was laughing at her"

Similar:  intuition feeling impression inkling surmise guess Vv

2. cautious distrust.
"her activities were regarded with suspicion by the headmistress”

Similar: = misgiving doubt qualm wariness chariness reservation v



B% Microsoft | Microsoft Security Solutions ~  Products  Senvices ~ More ~ AlMicosoft

August 20, 2019 « 2 min read

One simple action you can take to prevent 99.9 percent of attacks on your
accounts

Melanie Maynes  Senior Product Marketing Manager, Microsoft Security

&) share v

There are over 300 million fraudulent sign-in attempts to our cloud services every day.
Cyberattacks aren’t slowing down, and it's worth noting that many attacks have been successful
without the use of advanced technology. All it takes is one compromised credential or one legacy
application to cause a data breach. This underscores how critical it is to ensure password security

and strana authentication Read on to learn ahoit common vilnerahilities and the sinale action

https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-
action-you-can-take-to-prevent-99-9-percent-of-account-attacks

SUCCESS!



https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/
https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/
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=. Microsoft | Microsoft 365  Products + Resources ~  Templates  Support My account All Microsoft ~  Signin

Introducing Microsoft 365 Copilot—your copilot for work. Learn more >

microsoft 365 e
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About 893,000,000 results (0.40 seconds)

Microsoft 365 are o
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Microsoft 365: Login
" i Collaborate for free with online versions of Microsoft Word, PowerPoint, Excel, and OneNote. ....,—"/
Offl ce I S n OW Save documents, workbooks, and presentations online, ...
. Sign in e @ o
M I c rOSOft 3 6 5 Microsoft 365 Apps admin center. Sign in - Legal . |. Privacy ... s %
Cla
. Setup Office
The all-new Microsoft 365 lets you create, share and T P ) ) ) Co\
< o : Sign in with your Microsoft account and enter your product key to ...
collaborate all in one place with your favorite apps

Apps admin center
This site helps IT administrators deploy, manage, monitor and ...

Sign up for the free version of Microsoft 365 > Service Status
Outlook.com - OneDrive - Microsoft To-Do - Skype - Office for the ...

More results from office.com »
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B Sign in to your account +

€ > C @ login.microsoftonline.com/com

B® Microsoft

Q Sign-in options



B Sign in to your account x +

& C & login.microsoftonline.com

sigh
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Enter password

Forgot my pa:




= Sign in to your account X +

& (& @ login.microsoftonline.com

sight

Approve sign in request

-~

Touch ID for “Authenticator”

ﬁ Open your Authenticator app, and enter the
number shown to sign in.

You need to confirm your sign in with
biometrics or passcode.

¢ o numbers in your app? Make sure to upgr.

the latest version.

Unlock




') Home | Microsoft 365

& > C @ officecom
Microsoft 365 £ Search 2
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Welcome to Microsoft 365 Install a

Recommended ‘

/ You edited this D This may relate to a recent meeting & John Hall recorded a meeting. / You edited this
o . .
i .
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Identity management

Log in to AuthO to continue to AuthO Dashboard.

Email address (2]

Less access to personal

information

Don't have an account? Signup

OR

B e Ca refu I h OW m u C h M Continue with Linkedin
p e r m i S S i O n /a Cces S yo u =' Continue with Microsoft Account
a I I OW Q Continue with GitHub

G Continue with Google




Tapping isn’t just easy.....
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NETWORKS

Make sure you have a good
password on your home network

Change that password once a year

If you don’t live here, you don’t
get the WiFi password

Don't forget about your smart
devices!!!



Good Passwords

- Good passwords are long

°
XX

 Good passwords are random

o
XX

" Humans are bad at randomness

* Password generators matter
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COMMON WORDS OOy T coess:

HARD

WAS IT TROMBONE? NG,
TROUBADOR. AND ONE OF
THE Os WAS A ZERD?

\
AND THERE' WAS
SOME SYMBOL..

\

DIFFICULTY T0 REMEMBER:

DIFFICOLTY T0 REMEMBER:
YOUVE ALREADY
MEMORIZED IT

THROUGH 20 YEFRS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS Tb GUESS.




WORKSTATIONS

If you leave it, LOCK it!

Never share your password with
anyone!

Use you work devices for work,
your home devices for home

Continue to leave your computers
on at night
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Do you know your acceptable use
policy?

Every company should have one and you should understandit.
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Look for the lock before you enter
any personal information



(' & www.amazon-update-account-awd5473248974§7 tube-gif-converter.com/gin.php?ssichannel=true8sessionid={

amazon Your Account | Help
o Fake Page
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(includes domain name and top-level domain)




Read every link before you click on it

(hover over it with your mouse)
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Look Closely

X

%' Simon Carter - 3rd+
o we®

It's the tiny detail one needs to look at ...See more

maybank2u.com is not the same as
may@mu.com

citibank.com is not the same as

citi%lgk.com
(the first one is correct, the second one

is from hackers)

@2 1457 73 comments - 221 reposts
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Favorites

Inbox
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Add favorite

Folders
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Phishing @
Microsoft Planner Block

You've been assigned a task!  Mon 1:51 PM
Hi Jason, Marrah Goad assigned a new ta...

Spark Hire
Video interview completed... Mon 1:42 PM
Hello Jason Clause, Your One-Way Video...

Spark Hire
Luis Garfias accepted you...  Mon 12:59 PM
Hello Jason Clause, Your One-Way Intervi...

Matt Isola

57 Move to VvV

Video intervie

info=spa
on behal
Spark Hir
Mon 4/12/
To: Jason |

SPAF

Hello Ja

Your One-



-ammarly

$o " Complete fa Today B4 move ~ Fl 8 EE Categorize v B New Eioup search People A' 2. Hél_
— I:D Tomarrow I:tl This Week = % Rules ~ %f{ Browse Groups @ Address Book ax
Share to B pext Week B Creat : - Assign  Unread/ M Follow Up ~ Read Translate Get
Teams it ek reate and app... OneNotE Policy ~ Read P ?FilterEmail = Aloud - Add-ins
Teams Quick Steps ] Mowe Tags Groups Find Speech Language Add-ins

t Notice: Update Required for SonicWall CMS for SMA 1000 Series

sonicWall <hello@sonicwall.com=
o @ Jason Clause

are problems with how this message is displayed, click here to view it in a web browser,

SONICWALL

PRODUCT NOTICE
Update Required for SonicWall Secure Mobile Access (SMA) 1000
Central Management Server (CMS)

Due to enhancements in the SonicWall License Manager communication
process planned to occur no earlier than January 1, 2022, Sonic\Wall Secure
Mobile Access (SMA) 1000 Central Management Server (CMS) virtual
machines running 12.4 firmware will need to be updated with hotfix ‘pform-
hotfix-12.4.1-02698" or newer.

If this hotfix is not installed before the upgrades to the License Manager
communication process are complete, the 12.4 CMS agent will no longer be
able to sync its license database and a service interruption may occur on your
customers’ SMA 1000 series device. Other versions of SMA 1000 12 x code
are not affected by this update. Customers running CMS 12.4 0 version can
install the pform-hotfix-12.4.0-03189.

®

Reply with
Grammarly

Grammarly

Sales
Tools

HubSpot

€ Reply

‘\.

Reply with Clojge

Meeting Poll
FindTime Add
% Reply Al

O
1

Report
Message ~

Junk
Phishing

Mot Junk

£} Options...

Help




PERSONAL HABITS
(1.T. life hacks)

Always use a lock screen/password
on your smartphone

Only give out personal or sensitive
data on phone calls you've initiated

Invest in Identity Theft protection of
some kind

Invest in a password manager
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Everyone and everything online is a stranger.

Always be suspicious of strangers!




What do these brands have in common?

3 Most Spoofed Brands in Phishing
Attacks
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Things that will never happen

 Amazon refusing to do business if you
don’t ‘update your account’.

* Microsoft calling to help with your
computer (yes, this call really happened)

* I'm not getting arrested in Thailand
(yes, this call really happened)

*  Youdidn't win a prize
* Nobody lost a puppy
* We haven't changed the parking rules

* Nobody needs your gift cards!



£ Reply @_ Reply All (&} Forward

2 A. User . <a.user@ksu.edu> A. User
! 7 | MailsOnHold - auser

0 If there are problems with how this message is displayed, click here to view it in a web browser.

] Office 365

Don't send this email on to anyone else as it contains sensitive information!

Your quarantined email summary

The following emails have arrived ur quarantine area since yesterday. Simply click the manage quarantine button to access your quarantine web app

You have received 17 more contact emails

09/04/2017

Mon 9/4









Thu 1/18/2024 7:50 AM

so we can connect? My email is

S0 WY

sent didn't go through. Can you please forward this email

a-ljut the email

Hi, | am trying to get in touch wit
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UPS Failed Delivery Attempt Inbox x &5 O
UPS eNotification <amazon@update-nt.com> 5:42 PM (0 minutes ago) ﬁ( L N
tome «

Dear,

We have attempted to deliver your item!

The delivery attempt failed because nobody was present at the shipping address, so this notification has been automatically sent. You may arrange re-delivery by visiting the
nearest UPS office with the printed shipping invoice mentioned below.

If the package is not scheduled for delivery or picked up within 48 hours, it will be returned to the sender.

TRACKING NUMBER: 2W FOWPZX 5587729907

Expected Deliver Date: 11/24/2020
Class: Package services

Service(s): Delivery Confirmation
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BEST BUY <support@shipment-status.com> 11:00 AM (0 minutes ago) Yy &

tome ~

Free Shipping*
View: Web on orders $35 and up

Weekly Deals > Clearance >

TVs Computers Cell Phones Appliances
GOOd news, Demo. Order Date: 01/22/2021
Your items have been ORDER #
delivered. ABY01-833355002459
This e-mail is to confirm your item(s) have
been delivered on 01/22/2021. View Order Status

Item(s) from your order may ship in multiple
packages.

For more information please see the What
You Need to Know section below.

We hope you enjoy your purchase, and
thank you again for shopping at Best Buy®.

Sincerely,

Your Customer Care Team

® Ship to Home Items

WD My Passport 2TB Qry DELIVERED ON:
External USB 30 Portable 1
Hard Drive Blue THU 12/02

Model: WDBYFT00208BL-

WESN
SKU: 5605512 Demo
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Your Mailchimp Account Inbox x &
Mailchimp <Mailchimp@employeecenter.net> 4:08 PM (27 minutes ago) Yy 4
tome =

Suspisious Login Detected
Action Required.

Reactivate Account

(Just confirming you're you, unclaimed accounts deleated in 1 hour)

Contact Us Terms of Use Privacy Policy
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11 v ¢ Write

CONGRATULATIONS
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Fw: delta gift card

@ Fw: delta gift card - Mozilla Thunderbird

Tools Help

) Tag Vv

(@)  http//wecard.space/?2dD1j)mQIOTcyMzembDOYNDA4NYZiPTIYMTE2NA = =

»u00 Gift Card

N

21-May-23







Username

EREREERS

1 SUCCESS!
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Dictionary

Search for a word Q

© sus-pi-cion
/s@'spiSHan/

noun

1. afeeling or thought that something is possible, likely, or true.
"she had a sneaking suspicion that he was laughing at her"

Similar:  intuition feeling impression inkling surmise guess Vv

2. cautious distrust.
"her activities were regarded with suspicion by the headmistress”

Similar: = misgiving doubt qualm wariness chariness reservation v



365 Tip of the Week

Looking for some more content? Check out our video ibrary!

endsight:

For everyone:

xplains how

mation, manipulat

365 Tip of the Week

2 Genius Ways To Use ChatGPT To Create A

E m a il N eW Iette r PowerPoint Presentation

Use Al to Start Your
PowerPoint!

SAVE HOURS!

Get a little better every week with
' Zelle promises to refund scam victims, but
the software you use everyday. vague rules don't help CA woman

Viewing Time = about 3 minutes

If it sounds
suspicious, it's
probably a scam

tep from Zelle.

www.endsight.net/365

Some call it a good
But
wh

st thousands of dollars.
Watch Video
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CYBERSECURITY
Security Tips for Traveling

Embark safely on every journey, from local
destinations to international expeditions, and
friendly to adversarial territories, with our

cybersecurity-focused video.

Introducing Cyber Security Shorts

[Mo Title]

CYBERSECURITY
Staying Safe on Public Wi-Fi

Most of us have found ourselves relying on public
Wi-Fi at some point. But do you know how to
distinguish a secure connection from a risky one?
Check out this quick video to learn how to spot
safe Wi-Fi options and uncover the best practices
for using public Wi-Fi networks safely and
confidently!

CYBERSECURITY

Digital Safety Through Solid Password
Strategies

Dive into the essentials of digital safety with our
specialized video on creating secure passwords to
safeguard your personal and organizational data

from cyber threats.



# endsight.net

FindTime s . Tt Endsight - Budget.. & Meeting Link 5 HubSpot - Academy [ Content Bacon Veth gk Accountable Marke... + Cybersecurity Fund... » Endsight Security O... || Content [} Podcast [}

Starthere  Services Reso%ces About Endsight Blog Careers Contact

Cybersecurity
Resources

Get support

Quick Tips video
tutorials

Managed IT Services ,

information

IT SECURITY « CLOUD MANAGEMENT e TECHNICAL SUPPORT \ Security Office

Hours

Work Wltl:l an a-ward:wmnmg.prowder serving T ——
California businesses since 2004! Training

User guides

v

Upcoming Online Events:

8 Cybersecurity Fundamentals Training
Tue<sdav December 12th @ 10:00 AM PST - Combpiiter csecliritv ic constantlv evolvineg
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Endsight Security Office Hours

5/16 @ 10 AM

-+ Only happens once a quarter

-+ Register by:
< https://get.endsight.net/cybersecurity/office/hours
+ QR Code

-+ Send an email to akreps@endsight.net asking to register.

-+ Reply to our follow up email we will send by EOD.

Title: Common Attacks and Identity Concerns in 365

Interactive discussion + Q&A



https://get.endsight.net/cybersecurity/office/hours
mailto:akreps@endsight.net
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Development/MS 365 Webinar

5/30 @ 1 PM

-+ We're bringing back our dev webinars!

-+ Register by:
< https://get.endsight.net/development-webinar
+ QR Code

-+ Send an email to akreps@endsight.net asking to register.

-+ Reply to our follow up email we will send by EOD.
Title: The Future of Work: Al-Driven Efficiency with Copilot

Al to increase productivity and ease your daily task
Interactive discussion + Q&A

Brief overview of security risk with co-pilot and implementing Al tools

Eﬂu

=]


https://get.endsight.net/development-webinar
mailto:akreps@endsight.net

Thank you!

1144 Jordan Lane, Napa, CA 94559 | (833) ENDSIGHT e (833) 363-7444 | www.endsight.net
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