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Director of Marketing @ Endsight
linkedin.com/in/ jasonclause
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Security Practice Manager @ Endsight
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Our purpose: Help others thrive

Our values:

Respect & 
Connect

?X³ÆJ«ºŻ´
Heart

Value
Value

Progress Over 
Comfort
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Exciting News: Some proud moments 



E N D S I G H T . N E T

When your technology Works,
Your work gets
easier.
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Agenda

Fundamentals 
Overview

Cybersecurity 
Hygiene Q&A

Specific Phishing 
Attack Examples

Recap & 
Resources

Legal Ethics 
and Rules
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For CLMs & California Lawyers

Eligible for 1 credit hour of CLE (State of 
California) and the CLM program

During sign-Ä°ŵ É­Ä ÇX³X J´¦XT º­ ´XӃXNº żHX´Ž  Z
either applied to you

We have currently identified 0 registrants 
eligible for credit

To confirm your eligibility, please contact Aaron 
at akreps@endsight.net to ensure credit is 
received

Currently Eligible for Credit
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Why are you here?
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Lifecycle of an Attack

From Phish to $2.5M Ransomware Attack
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Layered Cyber Security 

(People, Process, Technology)
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SECURITY

Stephen Hicks
 Security Practice Manager

 Endsight
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Fake CAPTCHAs

What is 
a fake 
CAPTCHA?

2025
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Fundamentals 
Overview
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Successful

https://www.microsoft.com/en -us/security/blog/2019/08/20/one -simple-action-you-can-take-to-prevent-
99-9-percent-of-account-attacks/  
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MFA Bypass
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Use multi-channel verification
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Less access to personal information

Be careful how much permission/access you 
allowǍǏ

Ǎǎ

Identity management
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Cybersecurity 
Hygiene
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Make sure you have a good password on 
your home network 

Change that password once a year ǍǏ

Ǎǎ

NETWORKS

If you donŻt live here, you donŻt get the 
Wi-Fi password

&­«Żº Z­³zXº JM­Äº É­Ä³ ´ªJ³º TXÆ NX´ŲŲŲǍ4

Ǎ3
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Good passwords are long

Good passwords are randomǍǏ

Ǎǎ

Humans are bad at randomness

Password generators matterǍ4

Ǎ3
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If you leave it, LOCK it!

Never share your password with anyone!ǍǏ

Ǎǎ

WORKSTATIONS

Use your work devices for work, your 
home devices for home

Continue to leave your computers on at nightǍ4

Ǎ3



E N D S I G H T . N E T

Do you know your 
acceptable use policy?

Every company should have one and 
you should understand it.
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Only install software from safe sources

If you log into a website, you should also log outǍǏ

Ǎǎ

WILD, WILD WEB

Trust only the trustworthy with your 
passwords

Look for the lock before you enter any personal 
informationǍ4

Ǎ3
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DonŻt open attachments unless youŻre 
certain theyŻre safe

If you suspect an email is malicious, donŻt open itǍǏ

Ǎǎ

EVIL EMAIL

Check the senderŻs email very closely

Read every link before you click on itǍ4

Ǎ3

bob.smith@grnail.com   vs.   bob.smith@gmail.com

Do not forward around. Send a screenshot instead!Ǎ5
(hover over it with your mouse)
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Email is not a secure method of 
transmitting sensitive information.

Protects sensitive information from 
being intercepted and accessed by 
unauthorized parties.

ǍǏ

Ǎǎ

Email Encryption

Businesses and professionals handling 
sensitive information, such as law firms, 
healthcare providers, and financial 
institutions.

Ǎ3
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What's wrong with 
this text message?

Look Closely
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Always use a lock screen/password on 
your smartphone

Only give out personal or sensitive data on 
phone calls youŻve initiatedǍǏ

Ǎǎ

PERSONAL HABITS (I.T. life hacks)

Invest in Identity Theft protection of 
some kind

Invest in a password manager Ǎ4

Ǎ3
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Questions
ÅAre you using AI to counter AI cyber-attacks on our behalf?
ÅHow can a small business develop an AI policy that protects against cybersecurity 

risk while at the same time encouraging frontier level exploration of the AI benefits?
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???
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Everyone and everything online is a stranger.

Always be suspicious of strangers!

4 6
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What do these brands have in common?

4 7

3 Most Spoofed Brands in Phishing Attacks
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Things That Will Never 
Happen

ÅAmazon is refusing to do business if you donŻt 

źupdate your accountŻ.

ÅMicrosoft calling to help with your computer 

(yes, this call really happened)

Å IŻm not getting arrested in Thailand (yes, this call 

really happened)

ÅYou didnŻt win a prize

ÅNobody lost a puppy

ÅWe havenŻt changed the parking rules

ÅNobody needs your gift cards!
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Phishing 
Examples
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