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Our purpose: Help others thrive

Our values:

Mg Respect & @ ? X3 A «©

Connect Heart

! @ Value Progress Over
H= Value Comfort
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Exciting News:Some proud moments

WINNER

Outstanding
Growth Partner

THECHANNELCO.

CRN

SOLUTION
PROVIDER
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PARTNER IMPACT
AWARDS 2025
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2025 @

/ » MSP 501 ) {.;:- Right of Boom 2026: Capture the Flag "%-""%
Channel Futures. 2025 % 2nd Place %
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THECHANNELCO.

CRN

2025

SAN DIEGO BUSINESS JOURNAL

2025 TOP

TECHNOLOGY SOLUTION PROVIDERS
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When your technology Works,
Your work gets
easier.




Agenda

Fundamentals Cybersecurity
Overview Hygiene

@ Specific Phishing A Legal Ethics Recap &
~J Attack Examples and Rules Resources
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For CLMs & California Lawyers

Eligible for 1 credit hour of CLE (State of
California) and the CLM program

DuringsignA°w E- A CX3 X J |
either applied to you

We have currently identified O registrants
eligible for credit

To confirm your eligibility, please contact Aaron

at akreps@endsight.neto ensure credit is
received

sight-

XT

0)

Currently Eligible for Credit

- T XKXN° zHX" Z

7 ENDSIGHT.NET

N |



Why are you here?

]
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CYBER SECURITY
MARKET FORECAST

Rising attack incidents and cyber regulation
are key forces behind the global cybersecurity
market. By 2026, it is predicted to reach $270
billion—an 86% leap from 2018.

ANYONE CAN
BEAVICTIM OF

CYBER CRIME.

Even businesses and entire governments. As the world
becomes ever more connected and reliant on technology.
it opens the door for online hackers to exploit critical
security flaws in our systems.

To combat this growing threat, our cybersecurity
capabilities must match—and better yet, surpass—
the sophistication of cybercriminals.

N\ <
P

Source: Australian Cyber Security Growth Network. 2019
USD B per annum, 2018 » latest actual data (constant
exchange rates)
ge rat DIGITAL WORLD / 93 (:)
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Lifecycle of an Attack

From Phish to $2.5M Ransomware Attack

START 8 WEEKS
The attackers installed and ran

The attackers unleashed REvil
ransomware at 4am local time
and demanded a $2.5M ransom.
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Layered Cyber Security

(People, Process, Technology)
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SECURITY

Stephen Hicks

Security Practice Manager

Endsight
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Fake CAPTCHAS

F

Complete these

Aw, Snap! Something went wrong while displaying this webpage.

Verification Steps

To display this web page correctly, please install the root certificate.
Click the "Fix it" button and follow the further instructions.

Copy the code

1. Right-click the Start &8 button and run "Windows PowerShell’ ("Windows
Terminal’).

2. Right-click in the console window.

Wait for the operation to complete and reload the page.

N

) To better prove you are not a robot, please:

What Is
a fake
CAPTCHA?

1. Press & hold the Windows Key @@ + R.

Open video instruction

2. In the verification window, press Ctrl + V.

3. Press Enter on your keyboard to finish.

You will observe and agree:

"I 2am not a robotl - reCAPTOMA Verlitication ID: B2S3°

Perform the steps above to

2025
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T Delete = Archive () Report ~ € Reply € Replyall > Forward - &, Zoom &) Read fUnread ¢ Categorize ~ [Z Flag/Unflag ~ (3 Print

Quarantine <noreply@urbanhome.co.jp> (© € Reply 4 Replyall > Forward

¥ High importance

H

@ s5ome content in this message has been blocked because the sender isn't in your Safe senders list. Trust sender Show blocked content

ﬂ You forwarded this message on Thu 1/30/2025 12:10 PM

You don't often get email from norephy@urbanhome.co.jp. Learn why this is important

CAUTION: This email originated from outside your organization. Exercise caution when opening attachments or clicking links; especially from unknown senders

[#“Microsoft

Review These Messages

2 messages are being held for you to review as of January 30, 2025 at 08:58:13 AM (UTC).

Review them within 30 days of the received date by going to the Quarantine page in the Security Center.

Prevented spam messages

Subject: Office 365 Password Authentication Record Change

Date: January 30, 2025 at 08:58:13 AM

Subject: Payroll Recordkeeping Requirements And Changes

Date: January 30, 2025 at 08:58:13 AM

© 2024 Microsoft Corporation. All rights reserved.

Privacy Statement
Acceptable Use Policy

=~ Reply ~* Forward




Fundamentals
Overview
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Dictionary

Search for a word

¥ sus-pi-cion

/s spiSHan/

a feeling or thought that something is possible, likely, or true.
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Similar:  intuition feeling impression inkling surmise

cautious distrust.
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Similar: = misgiving doubt qualm wariness chariness

v
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= Microsoft | Microsoft Security Solutions ~  Products ~  Services ~  Maore ~ | Start free trial All Microsoft -

August 20, 2019 « 2 min read

One simple action you can take to prevent 99.9 percent of attacks on your
accounts

Melanie Maynes Senior Product Marketing Manager, Microsaft Security

ﬁ Share

There are over 300 million fraudulent sign-in attempts to our cloud services every day.
Cyberattacks aren't slowing down, and it's worth noting that many attacks have been successful
without the use of advanced technology. All it takes is one compromised credential or one legacy
application to cause a data breach. This underscores how critical it is to ensure password security
and strong authentication. Read on to learn about common vulnerabilities and the single action

you can take to protect your accounts from attacks.

https://www.microsoft.com/en -us/security/blog/2019/08/20/one _ -simple-action-you-can-take-to-prevent-
99-9-percent-of-account-attacks/
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> Login | Microsoft 365

£ > C & office.com

=:j Microsoft | Microsoft 365 Products ~ Resources
microsoft 365 ™

Y

Download Login Webmal Installation System requirements Forta

e e e e me
About 893,000,000 results (0.40 seconds)

Microsoft 365

hitps:/fwww.office.com

Microsoft 365: Login
f) Collaborate for free with online versions of Micresoft Word, PowerPoint, Excel, and OneNote.

[+

Save documents, workbooks, and presentations online, ...
Office is now Sign in
. Microsoft 365 Apps admin center. Signin - Legal . |. Privacy ...
Microsoft 365

The all-new Microsoft 365 lets you create, share and i SETUD Office
collaborate all in one place with your favorite apps ; Sign in with your Microsoft account and enter your product key to ...

“ ‘ Get Microsoft 365 Apps admin center

Thig site helps IT administrators deploy, manage, monitor and ...

Sign up for the free version of Microsoft 365 >

Service Status
Outlook.com - OneDrive - Microsoft To-Do - Skype - Office for the ..

More results from office.com »
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B Sign in to your account X +

@ login.microsoftonline.com/con

a5 Microsoft

% Sign-in options
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@ S!gn in to your account X 5

&

c

]

login.microsoftonline.com

sight-:

Enter password

Forgot my password

Other ways to sign in

20
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& Sign in to your account X +

&«

A

Touch ID for “Authenticator”

You need to confirm your sign in with
biometrics or passcode.

Cancel

Unlock

sight-

c

@ login.microsoftonline.com

sight-:

Approve sign in request

Q Open your Authenticator app, and enter the
~ number shown to sign in.

15

No numbers in your app? Make sure to upgrade to
the latest version.

| ] Don't ask again for 7 days
| can't use my Microsoft Authenticator app right now

More information

21
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> Home | Microsoft 365 X +

& > C & office.com/?auth=2

Microsoft 365

o

Install apps ~

Welcome to Microsoft 365

s
@

o
4

-
Recommended ‘

/ You edited this D This may relate to a recent meeting Q‘ John Hall recorded a meeting. / You edited this
o J sterd t 2:42 P) Yes:

7:00 AM

e [

i
I

g @

@
i

B

42 PM

v
5

B ¢

[@¢| Cyber Security Fundementals Training Ideas for F... Hydrate for Health Wellable Raffle Drawing [3+| 90DayRockMeeting

o
]

endsight= sight-:

s

Al A4 | o i

fﬁ :

c

IMarketin,

"E

Quick access

i@ Al (® Recently opened &8 Shared 1y Favorites

Cyber Security Fundementals Training |deas for Future £ You edited this

Standards List (7 You recently opened this

Standards Change Request (7 You recently opened this

Time Exception 25 Microsoft Power Bl shared this with you

[ )
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MFA Bypass

sight-
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B Sign in to your account

% Microsoft

Sign-in options
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Use multi-channel verification

1
1
[ J
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ldentity management

v autho

Welcome
o

A A Less access to personal information

‘I’ Be careful how much permission/access you
allow

T>¢

M Continue with Linkedin

() Continue with GitHub

& Continue with Google
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Cybersecurity
Hygiene
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NETWORKS

A4

A é Make sure you have a good password on
your home network

A A -~ 4

A | Change that password once a year

A?) If you donZ live here, you donZ get the
WiI-FI password

A 4

AAd &- «z° z7-3zX° JM-Ao

sight-

E -

A 3
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UDDE:{ECDSDDEEJUU::.: - ~28 BITS OF ENTROPY | [ \WAS IT TROMBONE? NO,
MMON OoooOono TROVRADOR. AND ONE OF
ORDER oodopogd o
NON-GI - - W i
~7 < (le UNN\J&U‘JN Hr_||:|r ooo .:EDO’ HSHF:PQ g
ey oooo O N
A A Good passwords are long J Ty P 3OS AT || Sy St
TrQubddor 3 000 eSS e
oo oo T it v s
O copermtioNs | MR || e )
A\ 4 A\ 4 {mmuﬂmnmﬂi:mm PUNCTUATION DIFFicOLTY 10 GUESS: DIFFICOLTY TO REMEMRBER:
A | Good passwords are random A ey EASY HARD
~ 44 BITS OF ENTROPY
O0OooO0aoooooaO
A4 OooOooooooan
correct horse battery staple || “277722"
A3 Humans are bad at randomness e e e sl s 1| [N
00000 Doood  0oooo  0oooo o )
J | 2 =550 YEARS AT
\ FOUR R / 1000 GUESSES/sec
~ COMON WORDS DIFFicuLTY To GUESS: | | DIFFICULTY TO REMEMBER:
Password generators matter MEMORIZEO T

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TD USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO QUESS,

ENDSIGHT.NET
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WORKSTATIONS

A4

A é If you leave it, LOCK it!

A A -~ 4

A | Never share your password with anyone!

A?) Use your work devices for work, your
home devices for home

A 4

A4 Continue to leave your computers on at night

[ ]
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Do you know your .
acceptable use policy? .

Every company should have one and
you should understand It.

endsight-:




WILD, WILD WEB

A é Only Ins

[\ \ = dnfluencer Marketing - Tomos: X

\ /"c\, 'R ,/() [ \‘

\ J vV ¥ Vv ' -

\/ \ |I& C & Tomoson LLC [US] | https://www.tomoson.com

A T If you lo

Trust o
A3 pPasswo

\ Prigacy error X
A
VS B | C A Not Secure | https://www.tomoson.com

M Look fo
Informa
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17324897447 tube-gif-converter.com/Upgin.php?ssichannel=true&sessionid=

Protocol

http://www.tinydancinghorse.com

Subdomain DomainName  Top-level Domain

Root Domain
(includes domain name and top-level domain)

NOTCE and COOKIES & INTternet Advertsing.

[ J
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EVIL EMAIL

| Done ‘

A 3 DonZ open at B® &« B

certain theyZe

URLSs do not match f

URGENT ATTENTION: Unable to Deliver Package!

on mouse hover.

We have an important package for you that we were unable t
your package 10 you.

A T If you suspec

Hello, customer.

ink below so we can verify your identity, and deliver

A3 Check the se www.ups com/deliveryNverify.customer

Wes Ken http://www.eicar.org/download/eicar.com
Director of Valuable Packages to Be Delivered
UPS International Services

1-800-UPS-4YOU

A4 Read every |
bob.smith@grne

A5 Do not forwar

(hover over it wit

[ )
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Outlook

Favorites

Inbox
Sent Items

Add favorite

Folders

Inbox
Drafts

Sent Items

sight-

@ Delete =] Archive ® Junk v Sweep

©

O

Junk

Inbox X
Phishing

Microsoft Planner Block

You've been assigned a task!  Mon 1:51 PM
1 sasun, e v@h Goad assigned a new ta...

Spark Hire
Video interview completed... Mon 1:42 PM
Hello Jason Clause, Your One-Way Video...

Spark Hire

Luis Garfias accepted you...  Mon 12:59 PM
Hello Jason Clause, Your One-Way Intervi...

Matt Isola
Alarm System Installation Mon 12:04 PM

51 Move to v

Video intervi¢

Hello J

Your Ond

36
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Email Encryption

New mail

Message Insert Format text Draw Options

A > 4 . . 4 v ?? 7 o 55 -
# s A\ 4 E m a.l | IS n U &~ § | ] &, Startmailmerge || Sholile - . ‘T: ﬁ - v. -
tran S m itti n ( < W, Set permissions on this item :

Encrypt

4 Do Not Forward

encrypted email
and decrypting it

Bcc

being interq

unauthoriz@ 0
~
—
~ . Jason Clause
A3 Businesseg @  |oe =
sensitive | ol el

h e aI t h C are (Fy Managed IT & Technical Support » We are committed to helping others thrive!
| | | [ | - ]

[ )
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ook Closely

10:18 & PA096%

+44 7398 615817

Important Notice: Your toll fee
payment is overdue.

Please settle the payment by April
17, 2025, to avoid potential
consequences such as vehicle
registration suspension, fines, or
credit score impact.

Pay Now:
https://rb.gy/Oy3I8s?NyX=Yo7Jk2
Settle your balance immediately to
maintain account compliance.

Original designs, manufactured in Europe. C...
bayareafastraksz.org

@ RCS message ® &

sight-

What's wrong with
this text message?
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PERSONAL HABIT3I.T. life hacks)

A é Always use a lock screen/password on [ e
your smartphone I ﬁ
= ;
A ‘I’ Only give out personal or sensitive data on =

phone calls yowe initiated =5

A 4

A3 Invest in Identity Theft protection of
some kind

Invest in a password manager

sight-
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o3e QSA
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Questions

A Are you using Al to counter Al cyberattacks on our behalf?
A How can a small business develop an Al policy that protects against cybersecurity
risk while at the same time encouraging frontier level exploration of the Al benefits?
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Everyone and everything online Is a stranger.

Always be suspiciousof strangers!
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What do these brands have in common?

amazon | |= Microsoft

3 Most Spoofed Brands in Phishing Attacks

[ J
Slght' 4444444444 NET



Things That Will Never
Happen

A Amazon is refusing to do business if you do#
Zipdate your accountZ

A Microsoft calling to help with your computer
(yes, this call really happened)

A 12n not getting arrested in Thailand (yes, this call
really happened)

A You didnZ win a prize

A Nobody lost a puppy

A We havenZ changed the parking rules

A Nobody needs your gift cards!

sight-




Phishing
Examples
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INV 0021312 Needs Attention

UA<usverw-altung@mg.familyfraternal.com> Sun, Sept 22, 2024, 07:12 AM

10 Fhkkkkhxdhhrrns

Hello AP,

Attached is the outstanding invoice #0021312. *********** gsked me to send it to you. Please see the conversation below for more

details. Could you let us know when we can expect the ********* payment for this invoice? We appreciate your prompt attention to

avoid any service interruptions.
Best regards,

Alex Rhodes

Accounting

Fiweeer* Technologies LLC

--Forwarded message---

From: **essmkis

Date: Sun, Sept 22, 2024, 07:12 AM

Subject: Re: Your Account is in Good Standing, but Invoice INV 0021312 Needs Attention

TO: *HERERRRRRE (RRRRRRRRRRR) (1 RRRER RS

Hello Alex,

As discussed during my Zoominfo onboarding, please send any outstanding invoices directly to We apologize for the oversight.
Kindly ‘orward the invoice to ***********and we'll process it today.

Thank you,

e dedededed e dek ok
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Sun, Sept 22, 2024 07.12 AM

Secure Messaging
Notification

You have been sent a secure message by United Wholesale Mortgage.

It has been classified as sensitive and may only
be accessed from within this Secure Messaging service.

22835@'33)%%{%p5¥3wf&%- If this is the first time you have received a secure message from this
VISAVZ L To  nle R VE I CER/ - Toam s sword will be emailed to you separately

counts.timesoftint.com/
Click or tap to follow link.

you did not receive your password or are experiencing trouble logging in, click
to request a new password

[ )
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important message for YOU

AAA Surprise <*oRRResttoese 8/16/2024 3:59 PM

OB L R R e T

If there are problems with how this message is displayed, click here to view it in a web browser.

Click or tap to follow link.

[ )
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