
End User Cybersecurity Training

1144 Jordan Lane, Napa, CA 94559 | www.endsight.net | info@endsight.net | (833) 363-7444

March 11th, 2025

Version 6.1



About Jason Clause
Host
Director of Marketing @ Endsight
linkedin.com/in/jasonclause

About Stephen Hicks​
Presenter​
Security Practice Manager @ Endsight
https://www.linkedin.com/in/shicks/



Our purpose: Help others thrive

Our values:



Exciting News

Some Proud Moments



For CLMs & California Lawyers

This course is eligible for 1 credit hour of CLE (state of California) 

and for the CLM program. In the sign-up sheet we asked you to 

select yes if either of these apply to you.  We currently 

identified  10 registrants eligible for credit. If you want to confirm 

you’re on the list please reach out to Aaron 

at akreps@endsight.net to ensure you get credit.

• Gerald S
• David M
• Michelle C
• Todd D
• Miguel S
• Rafael C
• Kristin G
• Eric T
• Julia Z
• Lauren S



Agenda
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Why are you here?





Lifecycle of an Attack

From Phish to $2.5M Ransomware Attack



Layered Cyber 
Security 
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SECURITY

Stephen Hicks​
 Security Practice Manager
 Endsight



Fundamentals Overview





https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/ 

https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/












MFA Bypass





Use multi channel verification.



Identity management

Less access to personal 
information

Be careful how much 
permission/access you 
allow



Tapping isn’t just easy…..



Cybersecurity Hygiene



NETWORKS

1) Make sure you have a good password on 
your home network 

2) Change that password once a year 

3)    you  on’t li e here, you  on’t  et the 
WiFi password

4)  on’t  or et a out your s art  e ices!!!



1) Good passwords are long

2) Good passwords are random

3) Humans are bad at randomness

4) Password generators matter



WORKSTATIONS

1) If you leave it, LOCK it!

2) Never share your password with anyone!

3) Use you work devices for work, your home 
devices for home

4) Continue to leave your computers on at 
night



Do you know your acceptable 

use policy?
Every company should have one and you should understand it.



WILD, WILD WEB

1) Only install software from safe sources

2) If you log into a website, you should also 
log out

3) Trust only the trustworthy with your 
passwords

4) Look for the lock before you enter any 
personal information





EVIL EMAIL

1)  on’t open attach ents unless you’re 
certain they’re sa e

2)    you suspect an e ail is  alicious,  on’t 
open it

3)  hec  the sen er’s e ail  ery closely

4) Read every link before you click on it

bob.smith@grnail.com   vs.   bob.smith@gmail.com

(hover over it with your mouse)



Look Closely

What's wrong with 
this text message?







PERSONAL HABITS (I.T. life hacks)

1) Always use a lock screen/password on 
your smartphone

2) Only give out personal or sensitive data on 
phone calls you’ e initiate 

3) Invest in Identity Theft protection of some 
kind

4) Invest in a password manager 



Q & A







???



Everyone and everything online is a 
stranger.

Always be suspicious of strangers!



What do these brands have in common?

3 Most Spoofed Brands in Phishing Attacks



Things That Will Never Happen

• A azon re usin  to  o  usiness i  you  on’t 
‘up ate your account’.

• Microsoft calling to help with your computer 
(yes, this call really happened)

•  ’  not  ettin  arreste  in  hailan  (yes, this 
call really happened)

• You  i n’t  in a prize

• Nobody lost a puppy

•  e ha en’t chan e  the par in  rules

• Nobody needs your gift cards!



Phishing Examples















TAKE OUR PHISH TESTING QUIZ!

LINK:
GET.ENDSIGHT.NET/PHISH-DETECTIVE

We’ll provide a link on the recording page.



Learn How Phish Testing can Prevent Cyberattacks

Talk to your Technical 
Account Manager

Watch this video
www.endsight.net/phish-

test-video
Visit this page

www.endsight.net/phish-test



Recap & Resources







For everyone

365 Tip of the Week
Email Newsletter

Get a little better every week with 
the software you use everyday!

www.endsight.net/365 

Scan Here!



Scan Here!



For everyone



Cybersecurity Office Hours

• May 22nd @ 1 PM PST.
o To register:

▪ Scan the barcode

▪ Go to: https://get.endsight.net/cybersecurity/office/hours

▪ Email akreps@endsight.net to register

▪ Answer "Yes" in the poll.

• We can register you for the next one.

• To register for all of the remaining 2025 sessions,

please email akreps@endsight.net.

https://get.endsight.net/cybersecurity/office/hours
mailto:akreps@endsight.net


AI/Copilot Webinar

• March 13th @ 1 PM PST.
• Title - Microsoft Copilot: What You’re Missing and How to Use It 

Better
• Similar format to Office Hours, but with some training.
o To register:

▪ Scan the barcode

▪ Go to: https://www.endsight.net/development/webinar

▪ Email akreps@endsight.net to register

▪ Answer "Yes" in the poll.

https://www.endsight.net/development/webinar
mailto:akreps@endsight.net


Thank you!
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