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Security Office Hours

Conditional Access - Granular control of logins

1144 Jordan Ln. Napa, CA 94559 | 510.280.2000 | www.endsight.net
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WQ Highlevel, strategic discussion

WHAT THIS

IS INTENDED TO BE © @F Suitable for C-Suite

g\) Not tactical, notuserfocused
D
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TRENDS AND EVENTS IN THE LAST QUARTER

N\

@reach

AN

Corporate
Password Sync

Personal Account
Compromise

\

Usefulness of
Password

managers




Video call and
emails with "CFQO"

Trends,

. Deepfake Cascade of failures -

O not all technology

Continued

Policy versus
technology
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Teams attack

7 _4_4
Endsight Client

\ \ . J
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Impersonation in Teams
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Cloud SOC to combat
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+ Only from a certain computer

Conditional Access -+ Only a certain group of people
-+ Everyone? Managers only?
Access based on a set of conditions that + Only with Antivirus software
must e i 4+ Only with MFA
-+ Only with fully updated computers

Very granular control of who can access and how.
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Conditional Access, continued

3 Common policies Benefits of CA versus Legacy

-+ Prevent logins outside the US - Far more granular control allowed, including
-+ Require Multifactor Authentication exceptions

-+ Prevent legacy logins - Automatic documentation for insurance and

regulatory compliance

+ "Opt Out" configuration vs "Opt In"
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Human attacks becoming increasingly
sophisticated

é N\

Video, voice, sms, email all forms of attack
| Summary
: Conditional Access offers granularity, better
: compliance, and is self-documenting.
O y ]

Discuss cloud SOC with Endsight Team
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Pre-Submitted Questions

< What can | install on my computers to keep me safe from malicious websites and emails?
How can we make sure employee personnel files are secured from hackers, threats, etc?
I'm curious about the Cloudflare failure in relation to the Okta breach via Jira
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2024 Tentative Dates

May 9th (Topic: Common Attacks and Identity Concerns in 365)
August 8th
November 14th

-+ All will be recorded, so if you can’'t make it, you'll receive a recording!

-+ You can pre-register for our remaining 2024 webinars! Just select yes in the upcoming poll.

You can also send an email to akreps@endsight.net or reply to our follow up email.

-+ Your name will be put in a drawing for a $25 Amazon gift card! (Note: if you already pre-registered in
our last webinar your name will automatically be put in)

Thank you to the 25 of you who pre-registered for our 2024 webinar back in November.

Congrats Carlin, our last Amazon gift card winner!


mailto:akreps@endsight.net
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VWhat's next?

¢ This is very complex to say the least, however the good news is that you don't have to do this alone!
-+ Let's continue the conversation, Endsight is here to help!
-+ |n the poll or survey, select yes if you want to connect with an expert to further discuss.

“+ We will also send a follow up email that you can reply to.



IIIIIIIIIIIIIIII
IIIIIIIIIIIIIIII
................

................
................
................

: e S @ @
P v . % B B B B B

r R B R B - P

N . B e

1 8 § & &

.

'
R -
>

Thank you!
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